
Active fault-tolerant control of rotation angle
sensor in steer-by-wire system based on
multi-objective constraint fault estimator

Qinjie Yang, Guozhe Shen and Chao Liu
School of Automotive Engineering, Dalian University of Technology, Dalian, China

ZhengWang
Institute of Industrial Science, The University of Tokyo, Tokyo, Japan

Kai Zheng
Marine Electrical Engineering College, Dalian Maritime University, Dalian, China, and

Rencheng Zheng
Key Laboratory of Mechanism Theory and Equipment Design, Ministry of Education, Tianjin University, Tianjin, China

Abstract
Purpose – Steer-by-wire (SBW) system mainly relies on sensors, controllers and motors to replace the traditionally mechanical transmission
mechanism to realize steering functions. However, the sensors in the SBW system are particularly vulnerable to external influences, which can cause
systemic faults, leading to poor steering performance and even system instability. Therefore, this paper aims to adopt a fault-tolerant control
method to solve the safety problem of the SBW system caused by sensors failure.
Design/methodology/approach – This paper proposes an active fault-tolerant control framework to deal with sensors failure in the SBW system
by hierarchically introducing fault observer, fault estimator, fault reconstructor. Firstly, the fault observer is used to obtain the observation output of
the SBW system and then obtain the residual between the observation output and the SBW system output. And then judge whether the SBW system
fails according to the residual. Secondly, dependent on the residual obtained by the fault observer, a fault estimator is designed using bounded real
lemma and regional pole configuration to estimate the amplitude and time-varying characteristics of the faulty sensor. Eventually, a fault
reconstructor is designed based on the estimation value of sensors fault obtained by the fault estimator and SBW system output to tolerate the
faulty sensor.
Findings – The numerical analysis shows that the fault observer can be rapidly activated to detect the fault while the sensors fault occurs.
Moreover, the estimation accuracy of the fault estimator can reach to 98%, and the fault reconstructor can make the faulty SBW system to retain the
steering characteristics, comparing to those of the fault-free SBW system. In addition, it was verified for the feasibility and effectiveness of the
proposed control framework.
Research limitations/implications – As the SBW fault diagnosis and fault-tolerant control in this paper only carry out numerical simulation
research on sensors faults in matrix and laboratory/Simulink, the subsequent hardware in the loop test is needed for further verification.
Originality/value – Aiming at the SBW system with parameter perturbation and sensors failure, this paper proposes an active fault-tolerant control
framework, which integrates fault observer, fault estimator and fault reconstructor so that the steering performance of SBW system with sensors
faults is basically consistent with that of the fault-free SBW system.
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1. Introduction

The steer-by-wire (SBW) is originated from the fly-by-wire
system in the airplane (Waraus, 2009), which is different from
the traditional steering system. The SBW system uses control
signals to replace the traditional mechanical connection between
the steering wheel and the road wheel, only relying on sensors,
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motors and controllers to achieve steering. This new technology
completely gets rid of the limitations of the traditional steering
system by brings many significant benefits, such as setting a
variable transmission ratio to reduce the driving burden,
increasing the safety of the collision and improving vehicle
stability andmobility (Mi et al., 2018). The SBW system usually
uses the measurement output of the sensors as a feedback signal
to control vehicle gestures, but the sensors are vulnerable to
unexpected changes in external surroundings, resulting in stuck,
gain, deviation and signal interruption (Gao et al., 2017). This
will cause the SBW controller to generate wrong control
commands, so the performance of the attitude control system
will be degraded and the steering system will be unstable
resulting in driving safety problems.
On the one hand, to ensure the security of the SBW system, a

hardware redundancy can be used as a backup system. In other
words, the SBW system uses conventional mechanical steering
linkage, multiple sensors, multiple microprocessors and
multiple actuators to ensure safety, such as Infiniti Q50,
General Motors’ Hy-wire, Danfoss original equipment
manufactures and Delphi’s four-wheel steering vehicle.
However, the backup system is more expensive, not only
increasing the weight of the vehicle but also increasing the
complexity and development cost of the SBW system.
On the other hand, a software redundancy can be adopted,

that the fault-tolerant control method can be used to solve the
security problem of the SBW system, which can not only
reduce the total number of redundant hardware components
and the cost of system development but also to ensure the
overall security and steering performance of the SBW system
(Ito andYoshikazu, 2013).
In recent years, many scholars have studied the fault

detection (FD) theory based on the mathematical model of the
SBW system (Anwar and Niu, 2010; Tian et al., 2009; Zhang
and Zhao, 2016; Chengwei et al., 2010; Lu et al., 2017). Its
core idea is to construct residual by using the SBW system and
designed observer, and then use some decision rules to judge
the occurrence of faults. However, the FD based on the
mathematical model adopts an accurate SBW mathematical
model. These FD methods are always inaccurate in the
presence of parameter variations in the SBW system, such as
variation of the tire cornering stiffness and the system damping
coefficient. To resolve this problem, sliding mode control
(Huang et al., 2017; Dhahri et al., 2012) can be used to design
the fault observer or the H_/H1 index (Chen and Patton,
2017; Aouaouda et al., 2015; Hou and Patton, 1996; Zhou
et al., 2017; Yang et al., 2013; Chilali and Gahinet, 1996) can
be used to design the fault observer, to ensure that the FD is
robust to influence of interference. However, although the fault
observer designed in these previous studies can detect system
failure, it is still difficult to determine faulty components and
identify the fault size and time-varying characteristics.
As an indispensable part of fault diagnosis, fault estimation has

attracted more and more attention because of its ability to
determine the time when the fault occurred, the size and time-
varying characteristics of the fault and its superiority in reducing
system redundancy. Extensive investigations have been
conducted on sensors faults estimation in satellite control systems
and flight control systems (Zhang et al., 2013; Olfa et al., 2015;
Liang et al., 2019; Wenhan et al., 2020). In Xiao et al. (2019), an

adaptive observer is proposed for the simultaneous actuator and
sensor faults in aircraft engines, and a fault-tolerant control
system is designed on this basis of the adaptive observer. In Yang
et al. (2015), the problem is studied about sensors faults
estimation, actuator FD and isolation for a class of uncertain
non-linear systems. However, the existing conditions of the fault
estimation observer are not given in these articles, which makes it
difficult to judge whether the fault estimation observer to be
designed is suitable for the controlled system. Second, the fault
estimation algorithm used in these articles is based on the output
error between the adaptive observer and the system. The
generated output error includes the fault estimation error and the
state estimation error. There is a coupling between the fault
estimation error and the output error so that the designed fault
estimation algorithm cannot take into account the accuracy and
speed of the fault estimation. Therefore, it is necessary to further
suppress the impact of systemuncertainty on the fault estimation,
to improve the transient performance of the fault estimation. In
addition, previous research studies had few mentioned the
problem of sensors faults estimation in SBW system. Inspired by
this sensors faults estimation method, and at the same time, to
overcome the difficulties and deficiencies in the above designs,
this study proposed a multi-objective constrained fault estimator
(MCFE) based on residual information, so that the fault value
from the fault estimator can be identical to the actual fault value,
and gives the existing condition of the fault estimator.
In addition, apart from FD and estimation in the event of a

component failure in the SBW system, fault reconstruction is of
great significance to make the car run smoothly as soon as
possible in such a hazardous situation. In Mortazavizadeh et al.
(2020), a novel FD, isolation and reconstruction control
technique was proposed for the failure of voltage and current
sensors in the SBW system, in which the problem of
simultaneous failure of voltage and current sensors could not be
solved. A comprehensive method of reconfigurable fault-
tolerant control system for SBW vehicles is proposed in Wada
et al. (2013). However, the system has actuator redundancy,
which will increase system development costs. Huang et al.
(2018) adopt the minimax model predictive control (MPC) in
the delta-domain to realize the tracking performance under
actuator fault, system uncertainties and disturbance. However,
the MPC controller is lacking in solving the problem of the
actuator, whichmakes the system in an unstable state.
In view of the above motivations, this paper proposes an

active fault-tolerant control framework for the SBW system
subject to sensors failure by introducing sensors fault detection,
estimation and reconstruction techniques so as to realize
higher-level safety performance. Themain contributions of this
paper can bemarked as follows:
� A hierarchical fail-safe control framework is presented for

cooperating detection, estimation, reconstruction, by which
the higher-level safety performance of the SBW system
subject to sensors failure is effectively assured. So the fault
estimator can not only make up for the shortcomings of the
fault observer but also the combination can give full play to
their respective advantages.

� Different from the previous algorithms related to sensors
faults estimation, the designed algorithm in this study
achieves the decoupling of the fault estimation error and the
output error between the fault estimator and the SBW
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system, and the application of regional pole configuration can
improve the transient performance of the fault estimation.

The rest of this paper is mainly organized as: an active fault-
tolerant control problem for SBW system is described in
Section 2, the SBW model with parameter perturbation and
sensors failure is developed in Section 3, the fault tolerance
control framework is proposed based on MCFE in Section 4
and the numerical analyzes are processed to validate the
accuracy of fault estimation and effectiveness of the presented
control framework in Section 5. Finally, the research is
concluded in Section 6.

2. Problem description

As shown in Figure 1, it assumed that the rotation angle sensor,
the yaw rate sensor and the lateral acceleration sensor in the
steering module have a sudden failure due to changes in the
external environment. Normally, the SBW system uses
the measurement output of the sensor as a feedback signal to
control the attitude of the vehicle; thereby, if the sensor fails, it
will cause system instability and even cause traffic accidents. In
addition, due to component manufacturing and measuring
errors, it is difficult to obtain accurate SBWparameter values in
practice. In addition, it is often difficult to accurately determine
the cornering stiffness of a tire during driving. The changes in
the above parameters will have a certain impact on the
performance of the SBW system. Therefore, this paper also
considers the perturbation of parameters equivalent to the
damping coefficient of the front wheel and steering mechanism
on the steering shaft, the damping coefficient of the motor shaft
and the front wheel deflection stiffness.
The active fault-tolerant control framework contains three

parts under the problem setting, namely, FD, fault estimation
and fault reconstruction. First, a fault observer is designed to
detect whether the system is faulty in real time, and if a fault
occurs, it warns the driver and starts fault tolerance control.
Then, a multi-objective fault estimator based on residual
information obtained by the fault observer is designed to
estimate the fault size of the sensors. Finally, the fault
estimation value of the sensors and the fault output of the
sensors are used for active fault-tolerance control.

3. Modeling analysis

3.1 Vehicle model
In the driving procedure, the lateral stiffness, used to
characterize the interaction between the tire and the road
surface, is susceptible to changes in tire inflation pressure, road
surface and weather conditions and it is often difficult to
determine accurately. This paper assumes that the uncertainty
of the cornering stiffness of the front wheel is DKf, and
establishes a linear two-degree-of-freedom vehicle model with
parameter perturbation, as shown in Figure 2.
The equation ofmotion can be presented as:

_b¼ � Kf 1DKfð Þ1Kr

mvx
b 1

bKr � a: Kf 1DKfð Þ
mv2x

v r � v r 1
Kf 1DKfð Þ

mvx
d f

_v r ¼ bKr � a: Kf 1DKfð Þ
Iz

b � b2Kr 1 a2 Kf 1DKfð Þ
Izvx

v r 1
a: Kf 1DKfð Þ

Iz
d f

8>>>><
>>>>:

(1)

whereKf and Kr are the cornering stiffness of the front and rear
tires, respectively. b is the slip angle of the mass center. v r is
the yaw angle speed. a and b are the distance from the front and
rear axis to mass center, respectively. Iz is the rotary inertia of
the vehicle body around z-axis. vx is the vehicle longitudinal
speed andm is the full-vehiclemass.

3.2 Systematic modeling
According to Figure 1, the structure of the SBW system mainly
consists of three parts, namely, the steering wheel module, the
steering module and the electronic control unit. The steering
wheel module mainly transmits the driving intention of drivers
and feeds back the road sense. The main hardware includes a
road sense analog motor, rotation angle sensor, current sensor,
torque sensor, traditional steering wheel and steering column.
The electronic control unitmainly implements three functions,

namely, controlling the road sense analog motor to generate the
road feel, controlling the steering executionmotor to generate the
steering torque and the fault-tolerant control of the main
components of the entire system. This research focuses on the
steering module, as shown in Figure 3, which mainly realizes the
steering of the vehicle. It is based on the steering column assisted
EPS, and the main hardware includes the steering execution
motor, rotation angle sensor, current sensor, rack displacement
sensor and traditional gear rack steering.
The current articles on SBW system research are mainly

based on an accurate SBW model; however, due to the

Figure 1 Illustration of the SBW system with sensors failure

Figure 2 Linear 2-DOF vehicle model with parameter perturbation
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existence of component manufacturing and measurement
errors, it is difficult to obtain accurate parameter value in
practice. In addition, some parameters of SBWwill also change
because of environmental changes. Uncertain changes in the
above parameters will have a certain impact on the performance
of the SBW system. Therefore, this paper considers
the parameter perturbation equivalent to the damping
coefficients of the front wheels and steering mechanism on the
steering shaft, and the damping coefficient of the motor shaft,
and their uncertainties areDBm andDBc, respectively.
Taking the steeringmotor as the research objective, the dynamic

equation can be obtained according to newton’s law as follows:

Tm ¼ Jm€u m 1 Bm 1DBmð Þ _u m 1Ta

Ta ¼ Km u m �Gmu eð Þ
Tm ¼ KtIm

U ¼ L _Im 1RIm 1Ke _u m

8>>>>><
>>>>>:

(2)

where um, Jm, Bm and Km separately denote the angular
position, moment inertia, viscous damping and shaft stiffness of
the steering motor. Gm is the motor speed-reducing device
transmission ratio. Tm and Ta are the power motor torque and
the assist torque acting on the steering gear pinion, respectively.
Kt andKe are motor torque constant and counter electromotive
force constant, respectively. L, R and Im are the inductance,
resistance and current of motor armature winding, respectively.
U is the terminal voltage of the powermotor.
Taking rack and front wheel steering components as the

research object, the dynamic equation is as follows:

Jc€u c 1 Bc 1DBcð Þ _u c¼GTa 1Mz; (3)

where Jc is themoment of inertia equivalent to the steering shaft
of the front tire and steering mechanism. Bc is a viscous friction
coefficient equivalent to the steering shaft of the steering
mechanism and the front wheel. u c is the rotation angle sensor
of the pinion shaft andMz is the tire aligning torque.
Assuming that the front wheel slip angle is less than five

degrees, the tire aligning torqueMz can be estimated using the
following formula (Wenhan et al., 2020),

Mz ¼ tp 1 tmð ÞFyf ¼ Kf b 1
av r

vx
� d f

� �
: tp 1 tmð Þ

d f ¼ u c=i
;

8<
:

(4)

where tp is the pneumatic trail. tm is the mechanical trail. d f is
the steering angle and i is the steering ratio.
The SBW system usually uses the measuring output of the

sensor as a feedback signal to control the vehicle attitude;
however, the rotation angle sensor, the yaw rate sensor and the
lateral acceleration sensor will be suddenly failure due to the
increase of the use cycle and the influence of external factors.
Assuming that the sensors will continue to output
measurement data at this time, but these data are not accurate.
These data are specifically expressed as multiples of the correct
data, some fixed value difference from the correct data,
constant value and zero value.When the j (j = 1, 2, 3) sensors in
the SBW system has a sudden failure, the corresponding
measurement output can be expressed as:

yjf ¼ Djyj 1aj ¼ yj 1 Dj � 1ð Þyj 1aj ¼ yj 1 fsj ; (5)

where yjf is the fault output of j (j = 1, 2, 3) sensor. yj is the
actual output. Dj is the fault gain and aj is the fault constant
deviation or lock value. Specially, Dj = 0 and aj = 0 indicate that
the sensor signal is interrupt.
While fjf = (Dj 2 1) yj 1 aj, combining with equation (1) �

equation (5) and choosing the state vector
x tð Þ ¼ b v r u m _u m Im u c _u c

� �T , control input
vector (t) = [U] and measurement output vector
y tð Þ ¼ b v r ay Im u c

� �T to establish SBW system
model with parameter perturbation, sensors failure can be
expressed as:

_x tð Þ ¼ A1DAð Þx tð Þ1Bu tð Þ
yf tð Þ ¼ Cx tð Þ1Fsfs tð Þ

;

(
(6)

where Fs ¼ F1
s F2

s F3
s

� �
is the fault vector of yaw rate

sensor, lateral acceleration sensor and rotation angle sensor,

whose values are separately F1
s ¼ 0 1 0 0 0

� �T ,
F2
s ¼ 0 0 1 0 0

� �T and F3
s ¼ 0 0 0 1 0

� �T . fs =
[fs1 fs2 fs3] is the fault values of yaw rate sensor, lateral
acceleration sensor and rotation angle sensor, respectively.
This paper converts the uncertainty magnitude of the system

model into additional interference, and combines it with the
road information provided to the driver by the road surface to
form system interference. Equation (6) can be rewritten as:

_x tð Þ ¼ Ax tð Þ1Bu tð Þ1Dd tð Þ
yf tð Þ ¼ Cx tð Þ1Fsfs tð Þ

;

(
(7)

where:

D ¼

� 1
mvx

0 0

� a
Iz

0 0

0 0 0

0 � 1
Jm

0

0 0 0

0 0 0

0 0
1
Jc

2
66666666666666666664

3
77777777777777777775

d ¼
DKf b 1

a
vx

v r � u e

G1

� �

DBm: _u m

Mz � DBc: _u e

2
66664

3
77775:

Figure 3 Structure diagram of steering module
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4. Active fault-tolerance control

As shown in Figure 4, the sensors fault tolerance control
framework of the SBW system is mainly composed of a fault
observer, a MCFE, and a fault reconstructor. The fault observer
is used to obtain the residual between the observer and the SBW
system, to determine whether the SBW system is faulty. The
multi-objective constraint fault estimator uses the residual
obtained by the fault observer to determine the size, time and
time-varying characteristics of the faulty sensors. The
reconstructor uses the values of fault estimation and the faulty
sensor output in the SBW system, to achieve fault-tolerant
control on the faulty sensor. In this way, the performance of SBW
with sensors faults can still have the steering characteristics close
to the fault-free SBWsystem, thereby achieving fault tolerance.

4.1 Fault observer design
In practical applications, SBW systems are often affected by
system unmodeled dynamics and parameter changes.
Therefore, when a fault occurs, it is necessary to design a multi-
objective fault observer. On the one hand, the generated
residual is sensitive to faults. Usually, theH_ index of the fault-
to-residual transfer function Grf f sð Þ is used to describe the
sensitivity of residual to faults in the worst case.
On the other hand, the generated residual is robust to

disturbance, and the robust performance of residual to
disturbance is usually characterized by the H1 norm of the
transfer function Grdd sð Þ. Therefore, the structure of the fault
observer is shown in Figure 5. Its design is the process of solving
the feedback gain matrix L. After L is obtained, the residual can
be obtained and the residual can be compared with the set
threshold to judge whether the system has a sensor fault.
According to the above figure, the following equation can be

obtained:

_̂x tð Þ ¼ Ax̂ tð Þ1Bu tð Þ1L yf tð Þ � ŷ tð Þ� �
ŷ tð Þ ¼ Cx̂ tð Þ

r tð Þ ¼ yf tð Þ � ŷ tð Þ
;

8>><
>>: (8)

where x̂, ŷ and r denotes the estimated state, estimated output
and residual vector, respectively. The matrices L is an observer
gain that is to be designed.

Let e tð Þ ¼ x tð Þ � x̂ tð Þ be the state estimation error, it follows
from equations (7) and (8) that the error dynamics can be
described by:

_e tð Þ ¼ A� LCð Þe tð Þ � LFsfs tð Þ1Dd tð Þ
r tð Þ ¼ Ce tð Þ1Fsfs tð Þ

;

(
(9)

To facilitate the analysis of the residual robustness performance
and fault-sensitive performance, according to the superposition
theorem of linear systems, equation (9) is decomposed into the
following two subsystems:

_ed tð Þ ¼ A� LCð Þed tð Þ1Dd tð Þ
rd tð Þ ¼ Ced tð Þ

;

(
(10)

_ef tð Þ ¼ A� LCð Þef tð Þ � LFsfs tð Þ
rf tð Þ ¼ Cef tð Þ1Fsfs tð Þ

;

(
(11)

where equation (10) represents the estimation error subsystem
that is only affected by interference, and equation (11)
represents the estimation error subsystem that is only affected
by the fault. The two subsystems satisfy:

e tð Þ ¼ ed tð Þ1 ef tð Þ
r tð Þ ¼ rd tð Þ1 rf tð Þ ;

(
(12)

Next, the solution theorem of the multi-objective fault observer
gainmatrixL is given.
Theorem 1 According to the bounded and real lemma, for

the equation (7), given scalarg > 0 and r > 0, design the fault
observer shown in equation (8), if there are symmetric positive
definite matrices P and Q and have a suitable dimensional
matrix M, N and the following linear matrix inequality (LMI)
inequalities are established at the same time, then the error
dynamic equation (9) is gradually stable, while satisfying:
kGrdd sð Þk1 < g1; kGrf f sð Þk� > r :

ATP1PA� MCð ÞT �MC1CTC PD

� �g2I

2
4

3
5 < 0

ATQ1QA� NCð ÞT �NC1CTC �NFs � CTFs

� Fs
TFs 1 r2I

2
4

3
5 < 0

;

8>>>>>>><
>>>>>>>:

(13)

Figure 4 Diagram of active fault-tolerant control framework Figure 5 Structure diagram of fault observer
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Proof: Assume that the SBW system has not failed, and only
consider that the system has unknown interference inputs. Let
fs(t) = 0 and bring it into equation (9) to get equation (10).

Because of kGrdd sð Þk1 < g ()
ðt
0
rdT rddt < g2

ðt
0
dTddt, it is

to choose Lyapunov function as V edð Þ ¼ eTd Ped > 0, where P is
a symmetrically positive matrix:

_V edð Þ ¼ _eTd Ped 1 eTd P _ed ¼ eTd A� LCð ÞTP1P A� LCð Þ
� �

ed 12eTd PDd

J ¼
ðt
0
rdT rddt � g2

ðt
0
dTddt ¼

ðt
0
rdT rd � g2dTd
� 	

dt

<

ðt
0

rdT rd � g2dTd1 _V edð Þ
� �

dt

¼
ðt
0

ed
d


 �T
ATP1PA� PLCð ÞT � PLC1CTC PD

� �g2I

" #
ed
d


 �( )
< 0

AsV(ed)>0, it only needs to satisfy:

ATP1PA� PLCð ÞT � PLC1CTC PD
� �g2I

" #
< 0;

(14)

Similarly, if the SBW system fails, there is no unknown
interference input. Let d (t) = 0 and bring it into equation (9) to
get equation (11).
Because of kGrf f sð Þk� > r ()

ðt
0
rf T rf dt < r2

ðt
0
fsT fsdt, it is

to choose Lyapunov function as V efð Þ ¼ eTf Qef > 0, whereQ is
symmetrically positivematrix:

_V efð Þ ¼ _eTf Qef 1 eTf Q_ef ¼ eTf A� LCð ÞTQ1Q A� LCð Þ
� �

ef � 2eTf QLFsfs

J ¼
ðt
0
rf T rf dt � r2

ðt
0
fsT fsdt ¼

ðt
0
rf T rf � r2fsT fs
� 	

dt

<

ðt
0

rf T rf � r2fsT fs � _V efð Þ
� �

dt1V efð Þ

¼
ðt
0

ef

fs

" #T � A� LCð ÞTQ�Q A� LCð Þ1 QLCð ÞT � CTC QLFs 1CTFs

� �Fs
TFs � r2I

2
4

3
5 ef

fs

" #8<
:

9=
;1V efð Þ > 0

AsV efð Þ > 0, it only needs to satisfy:

ATQ1QA� NCð ÞT �NC1CTC �NFs � CTFs

� Fs
TFs 1 r2I

2
4

3
5 < 0;

(15)

Let PL =M andQL=N into the equations (14) and (15) to get
equation (13), which proof theTheorem 1.
After generating the residual by the fault observer, it is

necessary to select an appropriate residual evaluation method
to judge whether the system has a fault. Ideally, if the residual is
not zero, it indicates that the system has failed. However, in
practical applications, the control system is inevitably affected
by unmodeled dynamics and parameter changes, so there is a
large deviation between the theoretically obtained

mathematical model and the actual system, which will
invalidate the FD result.
Therefore, this paper chooses the dynamic threshold Jth to

compare with the residual evaluation function, so as to reduce
the false alarm rate of the fault observer and improve the
credibility of the FD result. In this paper, the residual
evaluation function when the SBW system contains parameter
perturbation, but no sensor failure occurs is taken as the
dynamic threshold, and the FDdecision logic is:

J tð Þ > Jth ) AFaultOccurs

J tð Þ � Jth ) NOFault
;

(
(16)

where the residual evaluation function is defined as

J tð Þ ¼ krkRMS ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
T

Ð t1T
t rT tð Þr tð Þdt

q
.
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4.2Multi-objective constraint fault estimator
In this section, an MCFE, as shown in Figure 6, based on the
residual information obtained from the fault observer is
designed for parameter perturbation and sensor failure in the
SBW system. In addition, the gain matrix F and G in the
estimator is obtained by using the bounded real theorem and
regional pole assignment lemma, and the size, occurrence time
and time-varying characteristics of the fault can be determined
according to the residual obtained in the previous section.
And the fault estimator is described by the following form:

_̂f s tð Þ ¼ �F tð Þf̂ s tð Þ1Gr tð Þ
Z tð Þ ¼ f̂ s tð Þ ¼ Ef̂ s tð Þ

;

8<
: (17)

where f̂ sis the estimation value of the sensor fault value fs. F and
G are the gain matrices with appropriate dimensions to be
determined later E (t) = Ir.
Defining state error ex tð Þ ¼ x tð Þ � x̂ tð Þ and fault estimation

error efs tð Þ ¼ fs tð Þ � f̂ s tð Þ, by the equations (8) and (17), the
state estimation error is:

_ex tð Þ ¼ A� LCð Þex tð Þ � LFsfs tð Þ1Dd tð Þ; (18)

Fault estimation error is:

_efs tð Þ ¼ _f s tð Þ �GCex tð Þ � Fefs 1 F �GFsð Þfs tð Þ; (19)

Let e ¼ ex
efs


 �
and d ¼

d
fs
_f s

2
4

3
5, the augmented error matrix is

obtained as:

_e ¼ Ae1Dd

efs ¼ Ce

(
(20)

where A ¼ A� LC 0
�GC �F


 �
, D ¼ D �LFs 0

0 F �GFs I


 �
and

C ¼ 0 Ir
� �

.
If the extended error dynamic equation (20) converges

asymptotically and stably to zero, it is guaranteed that x̂ and f̂ s
are accurate estimates of state x and fault fs, respectively. The
method of finding thematrices F,G are given below.
Theorem 2According to the bounded and real lemma, if there

is a symmetric matrix T > 0 and the following linear matrix
inequality LMI is satisfied, the augmented error equation (20)
converges to zero asymptotically and steadily. The fault
estimator equation (16) can obtain stable state estimation and
fault estimation, and the generalized disturbance d tð Þmeets the
fault estimation error: kGefsd

sð Þk1 < g2

T1A1ATT1 �M1C� CTMT
1 CTMT

2 T1D �M1Fs 0 0

� �M3 �MT
3 0 M3 �M2Fs T2 I

� � �gI 0 0 0

� � � �gI 0 0

� � � � �gI 0

� � � � � �gI

2
6666666664

3
7777777775
< 0; (21)

Proof: refer to Section 2.1 for the proof process.
To further suppress the influence of parameter variation on

fault estimation, improve the dynamic characteristics and
transient performance of fault estimator, and improve the
accuracy of fault estimation, a regional pole assignment lemma
is introduced in this paper.
Lemma 1 All the eigenvalues of the state matrix A 2 Rn�n of

a given system are in the vertical bar area
Dvs l 2 C : h1 < Re lð Þ < h2ð Þ, then the system is D stable and

only if there is a symmetric positive matrix T satisfying the
followingmatrix inequality:

2h1T � TA1A
T
T

� 	
0

� TA1A
T
T

� 	
� 2h2T

2
4

3
5 < 0;

(22)

SubstituteT= diag (T1,T2) into the above formula.

2h1T1 � T1A� ATT1 1M1C1CTMT
1 CTMT

2 0 0

� 2h1T2 1M3 1MT
3 0 0

� � T1A1ATT1 �M1C � CTMT
1 � 2h2T1 �CTMT

2

� � � �M3 �MT
3 � 2h2T2

2
666664

3
777775 < 0;

(23)
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Theorem 2 and Lemma 1 give the design method of the
MCFE. Next, we discuss the existence conditions of the
MCFE (17).
Theorem 3 Let rank (A) = n, rank (C) = m and rank (F) = r,

then the sufficient and necessary conditions for the existence of
the fault estimator (17) are:

rank
A� lIn 0

0 �F � lIr
C 0

2
4

3
5

0
@

1
A ¼ n1 r; 8s 2 C;Re sð Þ � 0

(24)

Proof: As rank
C

A� l iI


 �� �
¼ n, where l i is all the

eigenvalues of the systemmatrixA, (A,C) can be observed.
Rewrite equation (19) as:

_e ¼ ~A � ~L ~Cð Þe1Dd
efs ¼ Ce

;

(
(25)

where ~A ¼ A 0
0 �F


 �
, ~L ¼ L

G


 �
, ~C ¼ C 0

� �
,

D ¼ D �LFs 0
0 F �GFs I


 �
andC ¼ 0 Ir

� �
.

According to the linear system theory, we can obtain the
sufficient and necessary condition of equation (23) that ~A; ~C

� 	
is observable, that is:

rank
~A � lIn1 r

~C


 �� �
¼ n1 r; 8s 2 C;Re sð Þ � 0 (26)

Substitute ~A ¼ A 0
0 �F


 �
; ~C ¼ C 0

� �
into the above

formula:

rank
~A � lIn1 r

~C

" # !
¼ rank

A� lIn 0

0 �F � lIr

C 0

2
664

3
775

0
BB@

1
CCA ¼ rank

A� lIn 0

C 0

0 �F � lIr

2
664

3
775

0
BB@

1
CCA

¼ rank
A� lIn 0

C 0

" # !
1 rank 0 �F � l Ir

� �� 	
(27)

It can be seen from the above that (A, C) is observable, so

rank
A� l In 0

C 0


 �� �
¼ n and rank (F) = r from the meaning

of the question, it is easy to get rank ([0�F� l I,]) = r, which is
proved.

4.3 Fault reconstructor
When the sensor fails, it can be seen from Section 4.1 that the
fault output of the SBW system satisfies:

yf ¼ y1 fs (28)

where y, fs and yf are sensor fault-free output, sensor fault value
and the fault sensor output, respectively.y can be measured by
the sensor after the failure of the sensor. If the values of fs and f̂ s
are approximately equal, then the value without failure of the
sensor can be obtained through equation (28).
Using the above ideas and based on the sensor fault

estimated value f̂ s obtained by the MCFE designed in Section
4.2 and the fault vector Fs obtained in Section 3.2, the fault
reconstructor shown in Figure 7 is designed for fault sensor
reconstruction, making the SBW system can still guarantee the
basic steering function in the event of sensors failure, and

maintain the driving stability and safety, and the reconstructor
is designed as:

yft tð Þ ¼ yf tð Þ � Fsf̂ s tð Þ ¼ yf tð Þ �
0 1 0 0 0

0 0 1 0 0

0 0 0 0 1

2
664

3
775f̂ s tð Þ;

(29)

where yf, Fs,f̂ s and yft are the fault sensor output, fault switching
matrix, value of fault estimation and fault-tolerant output,
respectively.
Keeping the proportion integration differentiation (PID)

controller structure unchanged, switching yft to the feedback

Figure 6 Structure diagram of fault estimator

Figure 7 Schematic diagram of reconstructor
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loop of the PID controller can make the SBW system with
sensor fault still have steering characteristics close to that of the
no-fault SBW system, thus achieving the purpose of fault-
tolerant control.

5. Numerical analysis

To demonstrate the effectiveness of the FD, fault estimation
and fault-tolerant control strategies are proposed considering
parameter perturbation and sensors fault in the SBW system.
The simulation environment is set as follows.
� It is assumed that the damping coefficient of the front

wheels and steering mechanism on the steering shaft, the
damping coefficient of the motor shaft and the
perturbation amount of the front wheel deflection stiffness
parameter are set within 10% (Huang et al., 2017).

� This article considers that a single sensor has a mixed
failure, and multiple sensors have a simultaneous failure.
The failure is set as described in Table 1 for simulation
verification.

� Set the vehicle speed vx = 15 m/s, given the target steering
wheel angle as shown in Figure 8. The main parameters in
the simulation of this paper are shown in Table 2. Under
the matrix and laboratory (MATLAB)/Simulink
environment, the PID control module, fault setting

module, FD module, fault estimation module and fault
tolerance control module of the SBW system are
established, respectively, to analyze the timeliness and
accuracy of FD, the accuracy of fault estimation and the
effect of fault-tolerant control.

5.1 Results of fault detection
Using the method in Section 2.1 to design the fault observer,
and the mincx command to solve equation (18) can obtain g1=
5.273 � 10–4, r = 0.4979, as well as the optimal observer
feedback gainmatrixL as:

L ¼

1199:30 7:98898� 10�7 �1:22795� 10�4 �150568 �1:79442� 10�5

15152:3 1:05084� 10�5 �1:69501� 10�3 �186578 �2:48836� 10�4

52:5015 �5:02841� 10�10 �4:25239� 10�8 �10590 �7:22559� 10�9

3:08463� 1010 �0:0184117 �316:691 �6:13696� 1012 �48:8070

�157:260 1:58503� 10�9 1:50850� 10�7 31721 2:53699� 10�8

1:09552� 107 1:78152� 10�4 0:0727597 �1:51664� 109 1:14525� 10�2

�2:17262� 1010 0:0464384 �21:1417 �2:34267� 1011 �3:24072

2
666666666666664

3
777777777777775

Substituting the matrix L into the FD observer can obtain the
FD results shown in Figures 9–11.
As shown in Figure 9, for the FD of the continuous deviation-

gain failure of rotation angle sensor, when there is parameter
perturbation and sensor failure in the SBW system, the residual
norm exceeds the diagnostic threshold at about 5 s, indicating
that a sensor failure has occurred in the system at this time.
As shown in Figure 10, for the FD results of the

simultaneous gain-stuck fault of two sensors, it can be seen that
the norm of the residual is lower than the diagnostic threshold
between 0 s–9 s and the norm of the residual signal exceeds the
FD threshold at about 9.1 s. It indicates that the system has a
sensor failure at this time, but it cannot be known, which sensor
has failed. The norm of the residual does not exceed the
diagnostic threshold at 9 s because there is an error in the fitting
of the generated residual curve, which leads to FD false alarms;
however, the overall FD performance is satisfactory.
As shown in Figure 11, for the FD result of the simultaneous

interruption of the two sensors-gain fault, it can be observed

that the norm of the residual exceeds the FD threshold at about
5 s, indicating that the system is faulty. However, the test results
also cannot indicate what type of fault occurred in which sensor.
From the above simulation results, it can be concluded that

the designed fault observer can detect a fault, when they occur

Table 1 Fault description in details

Fault types Fault behavior

Continuous deviation-
gain failure

Rotation angle sensor deviation fault after 6 s
and signal interruption after 9 s

Simultaneous gain-
stuck failure

The yaw rate sensor has a gain failure of D1 =
0.3 at t = 9 s, and the rotation angle sensor is
lock

Simultaneous
interruption-gain
failure

Lateral acceleration sensor interrupt fault at t =
5 s, and rotation angle sensor gain fault with
D2 = 0.4 at the same time

Figure 8 Angular curve of steering wheel
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for different time periods of a single sensor andmultiple sensors
simultaneously appearing different types of fault. However, it

cannot determine the type of fault, nor can it determine, which
sensor is faulty. The multi-objective constraint fault estimator
can solve this problem, to further estimate the size and time-
varying characteristics of the fault.

5.2 Results of fault estimation
The method in Section 2.2 was used to design the MCFE, and
the narrow strip region was selected as�100<Re (l )<�10. In
MATLAB, mincx command was used to solve equations (26)
and (28) to obtaing2 = 0.0105, and the optimal estimator gain
matricesF andG are:

F ¼
97:79 8:41� 10�6 �5:37� 10�5

8:43� 10�6 97:63 �0:02

�5:37� 10�5 �0:02 97:79

2
664

3
775;

G ¼
�1198:17 97:79 �8:60� 10�6 0:18 �5:38� 10�5

�1:13� 105 8:45� 10�6 97:41 6:23 �0:06

�1:91� 104 �5:35� 10�5 �0:06 0:70 97:78

2
664

3
775:

To show that the MCFE can provide better estimation
performance than the fast-adaptive fault estimation observer,
the simulation calculation of the fast-adaptive fault estimation
observer (Olfa et al., 2015) design is also given below. The LMI
toolbox solves the linear matrix inequality to obtain g � =
8.266 � 10�4, the observer gain matrix L and the fault
estimation gainG are:

L ¼

3:91� 106 1:39� 105 �1:77� 104 �2:03� 107 1:10� 105

5:32� 107 1:88� 106 �2:40� 105 �2:76� 108 1:49� 106

7:02� 109 2:49� 108 �3:17� 107 �3:63� 1010 1:97� 108

2:97� 1011 1:05� 1010 �1:34� 109 �1:83� 1012 8:32� 109

�1186:96 �41:50 5:27 1:35� 105 �32:83

6:30� 109 2:23� 108 �2:84� 107 �3:27� 1010 1:77� 108

4:40� 1011 1:58� 1010 �2:01� 109 �2:31� 1012 1:25� 1010

2
666666666666664

3
777777777777775

G ¼
�5:36� 107 1:18� 104 �2:30� 105 �7136:16 -9:45� 104

9:19� 108 3:42� 107 �4:14� 106 1:46� 106 2:71� 107

9:41� 107 5:33� 106 �8:35� 105 1:89� 105 4:15� 106

2
664

3
775:

Substituting the above-obtained matrices F and G into the
MCFE, and L and G into the fast adaptive fault
estimation observer, the fault estimation results can be
obtained in Figures 12–21.
As shown in Figure 12, for the estimation results of continuous

deviation-gain fault of rotation angle sensor, it can be seen that
the multi-objective constraint fault estimator can accurately
estimate the fault value as 0, when the rotation angle sensor does
not fail during 0 s � 5 s. When the rotation angle sensor has a

constant deviation fault after 5 s, the output of the sensor is
always about 10 degrees higher than the real value. In addition,
the gain fault occurs after 7 s, and the fault estimation curve can
accurately approximate the real fault from the timewhen the fault
occurs. However, the adaptive fault estimation method has
obvious overshoot in 4 s �7 s, and obvious oscillation in 7 s
�7.5 s. Although the phases of the fault setting curve and the
fault estimation curve are the same in 7 s�12 s, the amplitudes at
the peaks and troughs are significantly different.

Table 2 Parameters of SBW model

Parameters Symbols Values

Body mass m 1,270 kg
Body roll moment of inertia Iz 1,537 kg.m2

Distance from mass center to front
wheel

a 1.015 m

Distance from mass center to rear
wheel

b 1.895 m

Front wheel cornering stiffness Kf 135,000 N/rad
Rear wheel cornering stiffness Kr 175,000 N/rad
Pneumatic trail tp 0.006 m
Mechanical trail tm 0.014 m
Armature inductance L 0.003 H
Armature resistance R 0.034X
Motor torque coefficient Kt 0.086 N.m/A
Counter electromotive force coefficient Ke 0.009 V.s/rad
Motor stiffness coefficient Km 130 N.m/rad
Motor rotary inertia Jm 0.006 Kg/m2

Motor damping Bm 0.1 N.m.s/rad
Steering tube rotary inertia Jc 0.01 Kg/m2

Steering tube damping Jc 0.3 N.m.s/rad
Steering tube stiffness coefficient Kc 0.5 N.m/rad
Motor speed-reducing device
transmission ratio

Gm 18

Steering ratio G1 15.5
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As shown in Figure 13, the error of the fault estimation error is
large when the fault occurs. It is because the estimator needs a
reaction time to adapt to this sudden fault, and the fault
estimation error at all other times is less than 0.7 degrees.

Figure 10 Results of simultaneous gain-stuck detection of two sensors

Figure 11 Results of two sensors interrupted at the same time-gain
fault detection

Figure 9 Fault detection results of the rotation angle sensor

Figure 12 Fault estimation curve of the rotation angle sensor

Figure 13 Fault estimation error curve of the rotation angle sensor by
estimation method in this paper

Figure 14 Fault estimation curve of the yaw rate sensor

Figure 15 Fault estimation error curve of the yaw rate sensor by
estimation method in this paper

Figure 16 Fault estimation curve of the rotation angle sensor
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The fault estimation results of the simultaneous gain-stuck
fault of two sensors are shown in Figures 14–17.
As demonstrated from Figures 14 and 16, when the yaw rate

sensor and the rotation angle sensor have not failed from 0 s to
9 s, the fault estimator can accurately estimate the fault value as
0. When the yaw rate sensor and rotation angle sensor fail
simultaneously after 9 s, the yaw rate sensor output is always
0.3 times greater than the true value and the rotation angle
sensor output becomes a fixed value from the moment of the
failure, and the fault estimation value curve can accurately
approximate the real fault from the moment of the fault.
However, the adaptive fault estimation algorithm has obvious
oscillations from 4 s to 9 s. Although the phases of the fault
setting curve and the fault estimation curve are the same
between 9 s and 12 s, the amount of overshoot is large at the
peak and valley.
As presented in Figures 15 and 17, the fault estimator needs

reaction time to adapt to this type of failure, resulting in a spike
in the estimation error at 9 s. At other times, the maximum
estimation error of the yaw rate and rotation angle are
0.108deg/s and 0.4 degrees, respectively.
The fault estimation results of the simultaneous interruption-

gain fault of two sensors are shown in Figures 18–21.
As shown in Figures 18 and 20, when the lateral acceleration

sensor and rotation angle sensor have not failed from 0 s to 5 s,
the fault estimator can accurately estimate the fault value as 0.
When the lateral acceleration sensor and the rotation angle
sensor fail simultaneously after 5 s, the actual output of the
lateral acceleration sensor becomes 0, the output of the rotation
angle sensor is always 0.3 times more than the true value, and
the fault estimation value curve can accurately approximate the
real fault from the moment of the fault. However, the adaptive
fault estimation algorithm has different amplitudes at the peaks
and valleys, for the fault setting curve and the fault estimation
curve from themoment of the fault.
As shown in Figures 19 and 21, the fault estimation error is

large at 5 s because the estimator needs time to adapt to this
type of fault. The peak value of the fault estimation error of the
lateral acceleration at the remaining time does not exceed
0.04m/s2. In addition, the peak value of the fault estimation
error of the rotation angle of the pinion shaft does not exceed
0.4 degrees at the other moments.
From the above fault estimation results, theMCFE designed

has strong robustness to system parameter perturbation, and
can effectively suppress the influence of system parameter

Figure 17 Fault estimation error curve of the rotation angle sensor by
estimation method in this paper

Figure 18 Fault estimation curve of the lateral acceleration sensor

Figure 19 Fault estimation error curve of the lateral acceleration
sensor by estimation method in this paper

Figure 20 Fault estimation curve of the rotation angle sensor

Figure 21 Fault estimation error curve of the rotation angle sensor by
estimation method in this paper
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perturbation on sensor fault estimation results. The fault
estimation curve obtained by the multi-objective constraint
fault estimator can accurately approximate the real fault from
the moment of the fault, with an accuracy rate of up to 98%,
which verifies the effectiveness of the fault estimation algorithm
designed in this paper.
The comparison of the above fault estimation results also

reflects the limitations of the method designed in (Olfa et al.,
2015). Due to the error between the adaptive fault observer and
the system output, the coupling effect of fault estimation error,
state estimation error and the change of adaptive parameters,
the gain matrix of the fault is changed, which causes the
oscillation of the fault estimation results and a long
convergence time.
Comprehensive FD and fault estimation results, when there

is parameter perturbation in the SBW system, when a single
sensor or multiple sensors have gain, deviation or stuck faults,
the fault observer designed in this paper can detect the time
when the sensor fails. The fault estimator can accurately
estimate the fault amplitude and time-varying characteristics,
and the error of fault estimation is generally small, which lays a
foundation for the next step of fault-tolerant control.

5.3 Fault-tolerant control results
As shown in Figures 22–24, the comparison curves are
presented for the actual sensor output, fault-tolerant control
output and fault output under continuous deviation-gain
failure, simultaneous gain-stuck failure and simultaneous
interruption-gain failure. In the figure, the fault-free output
refers to the value when the sensor has not failed, which is
represented by a solid black line. The fault-tolerant control
outputs refers to the value when the SBW system sensor starts
fault-tolerant control after a fault occurrence at time t, which is
represented by a red dot line. The fault output refers to the
value after a fault occurrence, which is represented by a blue
dotted line.
As can be seen from Figure 22, when the rotation angle

sensor has no fault from 0 s to 5 s, the actual output, fault-
tolerant control output and fault output values are all the same.
When a deviation fault occurs after 5 s, the angle of the pinion
shaft is always 10 degrees higher than that of the true output.
When a gain fault occurs after 7 s, the output of the rotation
angle sensor is 0.4 times the normal output, and the peak value
of the angle error reaches 32 degrees. When the fault-tolerant

Figure 22 Continuous deviation-gain fault tolerant performance
before and after comparison curves

Figure 24 Simultaneous interruption-gain fault tolerant performance
before and after comparison curves

Figure 23 Simultaneous gain-stuck fault tolerant performance before
and after comparison curves
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control is started, the output of the fault-tolerant control is
consistent with the output of the fault-free SBW system.
As can be seen from Figure 23, when the yaw rate sensor and

the rotation angle sensor have not failed from 0 s to 9 s, the
actual output, fault-tolerant control output and fault output
values are all the same. When the yaw rate sensor has a gain
failure after 9 s, the yaw rate error peak value reaches 10deg/s.
At the same time, when the rotation angle sensor is stuck, the
output of the rotation angle sensor remains at 10 degrees. When
the fault-tolerant control is started, the output of the fault-
tolerant control is consistent with the output of the fault-free
SBW steering system. It can be seen that fault-tolerant control
can significantly reduce the impact of faults on the performance
of the SBW system, and restore the performance of the SBW
system, to be close to that of the fault-free SBW system.
As can be seen from Figure 24, when the lateral acceleration

sensor and the rotation angle sensor have not failed from 0 s to
5 s, the actual output, fault-tolerant control output and fault
output values are all the same. When the signal of the lateral
acceleration sensor is interrupted after 5 s, the output of the
lateral acceleration sensor is always 0, and the peak value of the
lateral acceleration error reaches 2.3m/s2. At the same time,
when the pinion shaft rotation angle sensor has a gain failure,
the peak angle error of the pinion shaft reaches 18 degrees.
When the fault-tolerant control is started, the output of the
fault-tolerant control is consistent with the output of the fault-
free SBW system. It can be seen that fault-tolerant control can
significantly reduce the impact of faults on the performance of
the SBW steering system, and restore the performance of the
SBW system to be close to that of the fault-free SBW system.
The above simulation results show that when a single sensor

of the SBW system has different faults at different times and
multiple sensors fail at the same time, the steering performance
of the SBW system will be affected to varying degrees. The fault
observer designed in this paper can detect the fault of the sensor
more accurately. The multi-objective constraint fault estimator
can estimate the fault amplitude of the sensor more accurately
when the sensor fails, and the overall error of the fault
estimation is smaller. The fault-tolerant control algorithm
designed based on the fault estimation information can restore
the steering performance of the SBW system to be close to the
performance of the fault-free SBW systemwhen the sensor fails.
Therefore, it is verified about the effectiveness and feasibility for
the fault-tolerant control strategy proposed in this paper.

6. Conclusions

This paper proposes a design method of MCFE, to deal with
sensor faults of SBW systems under parameter uncertainties.
The residual can be correspondingly obtained by the fault
observer to be used as the control input. Therefore, an active
fault-tolerant control framework that integrates the fault
observer, fault estimator and fault reconstructor is designed to
process the rotation angle sensor fault of the SBW system under
parameter disturbance.
First, an SBW system model with parameter perturbation

and sensor failure is established, and a multi-objective H_/H1
fault observer is designed based on the established model.
Second, based on the residuals obtained by the fault observer, a
fault estimator is designed using bounded real lemma and

regional pole configuration to estimate the amplitude and time-
varying characteristics of the faulty sensor, and the existence
condition of the fault estimation observer is given. Third, a
fault-tolerant algorithm is designed based on the sensor fault
estimate and fault output. Finally, numerical analysis is carried
out to verify the proposedmethod.
The analyzed results validated that the designed fault

observer can accurately and timely diagnose the faults of the
sensors of the SBW system, when different types of faults occur
in the sensors of the SBW system. The designed MCFE can
accurately estimate the sensor fault size and time-varying
characteristics, and is robust to parameter perturbation; and
the fault-tolerant control strategy can make the SBW system
with sensors faulty close to the faultless SBW system.
Moreover, the steering characteristics of the system can meet
the basic requirements of the wire control system, in which the
feasibility and effectiveness are fully verified while applying the
active fault-tolerant control framework to the SBW system.
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