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Abstract

Purpose — The blockchain technology provides a way to record transactions that is designed to be highly
secure, transparent, trustable, traceable, auditable and tamper-proof. And, the internet of things (IoT)
technology provides the ability to transfer data over a network without requiring human-to-human or human-
to-computer interaction, which is able to link computing devices and digitized machines, things, objects, animals
and people that are provided with digital unique identifiers (UIDs). This paper aims to explore the combined
application of blockchain and IoT-based technologies, especially on the intellectual property protection area.
Design/methodology/approach — In this paper, the authors propose a high-level architecture design of
blockchain and IoT-based intellectual property protection system, which can help to process three types of
intellectual property: (1) patents, copyrights, trademarks etc.; (2) industrial design, trade dress, craft works,
trade secrets etc.; and (3) plant variety rights, geographical indications, etc.

Findings — Using blockchain peer-to-peer network and IoT devices, the proposed method can help people to
establish a trusted, self-organized, open and ecological intellectual property protection system.

Originality/value — To the best of the authors’ knowledge, this is the first work that applied blockchain
and IoT technologies on traditional intellectual property protection and trade ecosystem.
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1. Introduction

Intellectual property (IP) is a category of property that includes the intangible creation of
human individuals or crowd intellect, such as intangible knowledge, ideas or crafts. In
general, forms of IP protection, which were recognized by most of global countries, include
patents, copyrights, industrial design rights, trademarks, plant variety rights, trade dress,
geographical indications and, in some jurisdictions, trade secrets. In today’s digital and
globalized economic era, the intangible nature of IP brings difficulties of protection
compared to traditional assets such as money, land and goods, which makes IP protection
more challenging.

Firstly, the digitization of knowledge or creativity makes the reproduction and
plagiarism of the works easier, and the difficulty and cost of discriminating the originality of
the works are greatly increased. Secondly, this is an era of big data and data explosion. The
protection of IP needs the ability to analyze and verify the authenticity of massive samples.
Finally, globalization and the digitization of works have led to faster and faster infringement
and dissemination, and there is a strong timeliness requirement for the determination of the
rights and infringement of IP rights in original works.

Traditional IP protection requires a high degree of professionalism and usually requires
practitioners with professional background and familiarity with relevant laws and
regulations. Limited by the problems of cost and institutional settings, there are large gaps
in IP practitioners and serious shortage of manpower. This requires the use of the power of
technology to protect the creative enthusiasm of innovators. Unfortunately, existing IP
protection technologies are not sufficient to track, discover, authorize and prohibit the abuse
of IP, especially for digital products, which are easily copied and disseminated through the
network, as well as counterfeiting and tampering of non-digital works also happen from
time to time. For example, in the case of Beijing Palace Museum and Prince Gong’s Mansion,
they often launch some crowdfunding projects with the theme of art production, but often in
the early days of crowdfunding, their ideas are stolen and counterfeited, and even went on
sale in advance, leading to the loss of creativity or the failure of the project.

Regarding the issue above, in China, the Intellectual Property Publishing House has
explored a new model of IP protection — “Maker-IP”. Maker-IP is an original certification
protection platform designed and developed by the Intellectual Property Publishing House
and supervised and approved by China National Intellectual Property Administration. By
collaborating with the Judicial Identification Center and the Beijing Digital Certification
Center, the platform provides defensive public services; provides authoritative, objective
and convenient evidence preservation services for intellectual creators; and provides
knowledge management services for enterprises and research teams. The “Maker IP”
platform can record screens, capture screens, upload, deposit and authenticate documents in
real time across different operating systems. The scope of certification includes dozens of
categories and fields, including art creation, industrial design, academic documents and
business documents. The preservation safety of documents reaches a level of three. The
main certification objects currently offered by the platform include the following.

1.1 Technological achievements certification

It means defensive disclosure of patented technology. Defensive disclosure refers to the
disclosure of an invention/creation to prevent others from applying for a patent. Its
advantage is that it can ensure that no one can obtain the exclusive right of the invention or
technology, and meanwhile, it also gives everyone the freedom to use, transform and update
the invented technology. When conducting defensive disclosure, the more traditional way is
to publish it in widely recognized technical magazines or publications that are likely to be



reviewed by patent examiners for future patent applications. In the internet era, there are
new channels for disclosure access. The Maker-IP platform uses trusted timestamp
technology to realize the solidification of data disclosure time, ensuring its legitimacy and
non-tampering. The module can help users achieve the goal of defensive public access in a
real-time, convenient and economical manner.

1.2 Copyright certification

It means that through the Maker-IP platform, the creation process and results of works can
be completely saved in real time, and the preserved data can be stamped with timestamps
while being uploaded to ensure the legality and non-tamperability of the data. In case of
infringement, relevant data of the preserved works can be easily extracted from the platform
and used as effective evidence for submitting for judicial rights protection. The works can
be kept confidential or publicized freely according to users’ needs.

1.3 Trademark and trade name certification

It refers to the fact that the trademark and trade name to be applied for registration can be
uploaded to the platform through the Maker-IP platform, and the platform can be used to
certify them, confirm the time when the owner uses the unregistered trademark and trade
name and solidify and preserve the fact that the owner uses the trademark before the
trademark is approved for registration. In case of infringement, relevant data of the
preserved trademarks and trade names can be easily extracted from the platform and used
as effective evidence for submitting for judicial rights protection. Trademarks and trade
name certification materials can be kept confidential or publicized freely according to users’
needs.

1.4 Origin certification

It refers to uploading a series of images or other types of data related to the origin of a
commodity through the Maker-IP platform. The platform authenticates the data and
provides a data preservation certificate to indicate that the commodity originates from a
specific location. In case of infringement or challenging, the preserved information on origin
can be easily extracted from the platform and used as effective evidence for submitting for
judicial rights protection. Relevant information of origin can be kept confidential or
publicized freely according to users’ needs.

1.5 Traditional knowledge certification

It means that the applicant voluntarily applies for the certification of the rights holder of
traditional knowledge and folk literature and art works through the Maker-IP platform.
After the platform certification, the traditional knowledge owned by the applicant can be
qualified to be included in the traditional knowledge gene pool, so as to ensure the
realization and transformation of its relevant rights and obtain the necessary personal rights
and property rights such as benefit sharing. Information related to traditional knowledge
certification can be kept confidential or publicized freely according to users’ needs.

However, as a tradeable property, IP not only requires functions such as original
certification, electronic deposit and verification, but also transactions, which requires that it
should be able to trace and verify the whole process of all transactions. The credibility,
legitimacy and privacy of all parties in all transactions also need to be verified and
protected. Furthermore, for some IP works, which require verification and certification for
raw material sources and the processes of design and production, such as traditional craft
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works designed and manufactured by national intangible cultural heritage inheritors based
on traditional techniques and work process. We also need to use some technologies to ensure
that it is authentic when they are designed, manufactured and produced. According to our
previous research works (Lin et al., 2017), the combination of blockchain and IoT technology
can be very helpful to these requirements. The blockchain technology provides a system-
level trusted mechanism to the business scenario that each party involved in transactions
cannot be trusted by others. This mechanism can ensure that transactions are not denied,
tampered and forged. The IoT technology can replace manual operations during the process
of inspection or verification by using automated devices as much as possible, reducing
artificial unintentional or intentional tampered or false inspection data, to accurately
identify originals and cottage goods.

The rest of this paper will first review the state of art on the blockchain and IoT-related
research and application for IP protection, and then propose our framework design for using
the blockchain and IoT technologies to enhance the protection of IP. At the end, we will
discuss the feasibility and application prospects of the framework.

2. Related work

There are many research papers that discussed the blockchain applications in IP-related
areas and the combination application of blockchain and IoT technologies. This section will
review those papers, as well as two comprehensive survey papers on blockchain
applications.

2.1 Blockchain applications in intellectual property-related areas

In 2017, Wei-Tek Tsai et al. proposed a blockchain-based model and framework for
microfilms’ IP protection in China, especially for microfilms’ scripts and names. Both names
and scripts can be used to distinguish one from other microfilms, and they can be stored in
blockchains and databases. In their model, for protecting microfilms’ scripts (such as story
synopsis, outline, scene-by-scene description, etc.), a lightweight binary watermark is used
(Wei-Tek Tsai et al., 2017).

In 2017, Savelyev and Alexander Ivanovitch discussed various legal-related aspects of
applying blockchain technologies in the copyright sphere. Specifically, they reviewed the
existing challenges for distribution of copyrighted works in the digital environment,
possible solutions with using the blockchain technology, and associated issues need to be
addressed in this regard. They thought that when using blockchain technology, much work
needs to be done on the legal side: special provisions aimed at facilitating user’s trust in
blockchain records and their good faith usage of copyrighted works based on them need to
be introduced and transactions with cryptocurrencies have to be legalized as well as the
status of smart contracts and their legal consequences. Finally, the economics of blockchain
copyright management systems need to be carefully considered to ensure that they will have
necessary network effects (Savelyev and Ivanovitch, 2017).

In 2017 and 2018, Martin Holland et @l discussed the use of blockchain technology and
digital rights management as a key technology for the successful transition to additive
manufacturing methods and a key for its commercial implementation and the prevention of
IP theft for three-dimensional (3D) print supply chain. They proposed the project of secure
additive manufacturing platform (SAMPL), which develops secure chains of trust for
additive manufacturing procedures. The entire process is seen — from development of digital
3D printing data via the exchange with a service provider of 3D printers trusted by specific
secure elements up to labeling of printed components by means of adio-frequency
identification chips. In addition to the available encoding mechanisms, a digital license



management based on blockchain technology was integrated into the data exchange
solution OpenDXM GlobalX of PROSTEP AG (Martin Holland et al., 2017, 2018).

Through a systematic literature review on blockchain-based applications that across
multiple domains.Fran Casino et al. stated that blockchain integrity verification applications
store information and transactions related to the creation and lifetime of products or
services. The possible applications include provenance, counterfeit and IP management. An
integrity verification subset of blockchain applications are those oriented to IP protection
(Fran Casino et al, 2019). As stated in Swan’s book (M. Swan, 2015), the term digital art
refers to IP very generally, not just online artworks. So, blockchain technologies can be
considered to cover all such scenarios. They also stated that the accountability, automation
and safety that blockchain offers for handling public records could eventually obstruct
corruption and make government services such as IP service more efficient.

In 2018, Gonenc Gurkaynak et al. proposed blockchain-based solutions to foster the
operation of IP offices, reinforce customs procedures in detecting counterfeit products and
enhance the efficiency of IP rights management by the right holders. They also gave some
suggestions to pave the way for the advancement of blockchain technology and to increase
the number of people that this technology affects, as well as its successful integration into
the various services and registration/transaction channels in IP management (Gonenc
Gurkaynak et al., 2018).

Alexander Schonhals et al. proposed a blockchain-based approach that makes it possible
to protect developed ideas and early concepts for product design and development. To
guarantee both proof-of-existence and proof-of-origin, a unique hash is generated from each
digital artifact stored and embedded into the bitcoin blockchain by the OriginStamp
decentralized trusted timestamping service. Once this unique fingerprint is embedded in a
transaction in the underlying blockchain network, it can be proven where particular
contributions originated because of the characteristics of the blockchain architecture
(Alexander Schonhals ef al., 2018).

In 2018, Martin Zeilinger explored the use of blockchain technologies in attempts to
create proprietary digital art markets. They thought that the combination of blockchain-
based protocols with established ambitions of IP policy yields hybrid conceptual-
computational financial technologies (such as self-enforcing smart contracts attached to
digital artifacts) that are unlikely to empower artists but which serve to financialize digital
creative practices as a whole, curtailing the critical potential of the digital as an inherently
dynamic and potentially uncommodifiable mode of production and artistic expression
(Martin Zeilinger, 2018).

2.2 Blockchain and internet of things combined applications

In 2016, Steve Huckle et al. explored how the Internet of Things and blockchain technology
can benefit shared economy applications. They discussed how to combine the internet of
things and blockchains to create secure shared economy distributed applications and
presented some examples of such distributed applications in the context of an internet of
things architecture using blockchain technology, such as Airbnb and Uber, which are well-
known shared economy applications. The focus of their research is understanding how
blockchain can be exploited to create decentralized, shared economy applications that allow
people to monetize, securely, their things to create more wealth (Steve Huckle ef al., 2016).

In 2017, Lin et al. proposed a blockchain built-in solution for LoRaW AN network servers
to build an open, trusted, decentralized and tamper-proof system, which provides the
indisputable mechanism to verify that the data of a transaction has existed at a specific time
in the network. They think it is the first work that integrates blockchain technology and
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LoRaWAN IoT technology and uses advantages of both blockchain and IoT technologies
(Lin et al., 2017).

To apply the combined technology to the food safety issues, Lin ef al. proposed a
trusted, self-organized, open and ecological food traceability system based on
blockchain and internet of things (IoT) technologies in 2018, which involves all parties
of a smart agriculture ecosystem, even if they may not trust each other. They use IoT
devices to replace manual recording and verification as many as possible, which can
reduce the human intervention to the system effectively. By combining the blockchain
and IoT technologies, they can provide a trusted food traceability system that can track
and monitor the whole lifespan of food production, including the processes of food raw
material cultivation/breeding, processing, transporting, warehousing, selling, etc.
(Lin et al., 2018).

In 2018, Ana Reyna et al. focused on the relationship between blockchain and IoT.
They investigated challenges in blockchain IoT applications and surveyed the most
relevant work to analyze how blockchain could potentially improve the IoT (Ana Reyna
et al., 2018).

In 2019, Merlinda Andoni ef al. focused on blockchain and IoT solutions for the energy
industry and informed the state of the art by thoroughly reviewing the literature and current
business cases. After reviewing 140 blockchain research projects and startups, they
constructed a map of the potential and relevance of blockchains for energy applications and
provided a systematic review of blockchain activities and initiatives in the energy sector
(Merlinda Andoni et al., 2019).

2.3 Comprehensive survey on blockchain applications

In 2018, Archana Joshi et al. tried to conduct a comprehensive survey on the blockchain
technology by discussing its structure to different consensus algorithms as well as the
challenges and opportunities from the prospective of security and privacy of data in
blockchains. They thought that the spectrum of blockchain applications range from
financial, healthcare, automobile, risk management, IoT to public and more social services
(Archana Joshi et al., 2018).

In 2018, Phan The Duy et al. conducted a comprehensive survey on the blockchain
technology adoption by studying blockchain’s influences, opportunities and
challenges when using it in the real-world scenarios. They thought that in the
“Industry 4.0” era, blockchain technology has been an unmissable trend for both
academy and industry recently, which has become famous as the innovative
technology that underlies cryptocurrencies such as Bitcoin and Ethereum systems. It
also has been spreading with multiple industries exploring their capabilities and new
blockchain use cases springing up on a daily basis. Its emergence has brought a great
deal of impact on how the information will be stored and processed securely (Phan
The Duy et al., 2018).

3. Proposed method
In this section, we present our research approach and the architecture design in our system.

3.1 Blockchain and internet of things-enhanced intellectual property protection system

The above research works show that the combination of IoT and blockchain
technologies can be applied to IP protection, but most of them are ad hoc solutions for
one function or some specific aspects. Based on the Maker-IP platform and our



previous trusted trade blockchain network cloud platform (TTBNCP) (Lin ef al., 2017,
2018), we propose a general blockchain and IoT-based IP vprotection system, as shown
in Figure 1.

Based on the Maker-IP platform, our system can process three types of IP, including:

@

)

®)

patents, copyrights, trademarks etc., which need the inventor to submit some
official documentaries to the Maker-IP system, then the hashed transaction data
will be sent to our blockchain regional node or full node. The regional node only
runs partial functionaries of full node for specific type of transaction data or
business;

industrial design, trade dress, craft works, trade secrets, etc., which normally need
a notary to record the working process of designers or workers using videos or
photos. Those data also need to submit to the Maker-IP system and then send the
hashed value to some blockchain nodes. To avoid manual intervention as much as
possible, some IoT devices with edge computing function will be deployed to
record some working data during the process, for example, the raw material
inspection data;

Plant variety rights, geographical indications etc., which normally need some
IoT devices to send location or IoT data to Maker-IP system as evidence. Then,
our system will collect those evidences to build a chain of evidence in the
blockchain database. For Types 2 and 3 IP productions, sometimes, they need
to be transported during the trading process; IoT devices that have been
deployed in the logistics system can collect the location and transportation
environment data, then the hashed transaction data will be sent to blockchain
node server via IoT gateway. As for the trade customer and online trading
platform, all related transaction behavior data will be sent to a blockchain node
to add into the chain. Finally, sometimes, a court or judicial appraisal agency

Industrial design, Trade dress,

Patents, Copyrights, Plant variety rights,
Craft works, Trade secrets etc.

Geographical indications etc.

L

Location+IoT /?HP
Data /

)

Trademarks etc.

S
o8 s
N Data+Vide

Inventor  Maker-IP s
Q
N J
<
Notary

Regional/Full Node

&

Regional/Full Node Regional/Full Node

Trusted Trade Blockchain
Network Cloud Platform

Online Trade
Platform (Wallet/
Thin node)

-l &

Customer Trade
App (Wallet/Thin
node)

@ 9

Court/Judicial
appraisal agency
(Thin/Full Node)

- g
Logistics

IoT Data
Logistics Device
(Thin node)

Intellectual

property
protection

289

Figure 1.
Blockchain and IoT-
based IP protection
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Figure 2.
Blockchain system
architecture

can require a chain of evidence from any of full node or the specific related
regional node of the blockchain network. The core of the whole architecture is
our virtual TTBNCP.

3.2 Blockchain system architecture

The virtual TTBNCP consists of all nodes in the blockchain system, as shown in
Figure 2, which is a peer-to-peer system. All Full-Node servers are equipped with full
functionalities of blockchain, such as symmetric encryption and decryption, consensus
algorithm, Merkle trees building, distributed ledger, etc.; other node, liking wallet, just
includes functionalities such as simplified payment verification, storing transaction
related data, etc.

3.3 Data processing flow and structure

Figure 3 shows the transaction data process flow in our blockchain system. After hashing
and digital signing, all transaction data will be sent to the blockchain network via the IoT
gateway with edge computing function; further, they will be verified, added into transaction
pool and stored into the blockchain.

IP trading customers can use their computers or mobile app to retrieve all related
transaction data and verify them. For example, one buys a craft from online trade
market, and then he/she can use the app to retrieve the authors, producing process, raw
material, logistics data, etc. All that information can be verified by the blockchain
system without human intervention. Figure 4 shows a typical sample of the blockchain
data structure.

Our design follows existing popular and standard blockchain head data structure. In the
list of transactions, each transaction includes sender’s unique identity address, sender’s
public key, hash value of original craft data, process data or trade data, uniform resource
locator of original data, sender’s digital signature, sent timestamp, receiver’s unique identity
address, received timestamp, etc.
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Block Head

Block Hash: 4E2D...507C
Parent Hash: NIL
Timestamp: 1045983736
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Nonce: 20199282

Merkle Root (Trans. Hash:
D98A...098C)

.

Block Head

Block Hash: 76A4...33EF
Parent Hash: 4E2D...507C
Timestamp: 1065678387
Difficulty: 403338963426
Nonce: 30982786

Merkle Root (Trans. Hash:

A390...EF78)

Block Head

Block Hash: 4509...87ED
Parent Hash: 76A4...33EF

Timestamp: 1060998898
Difficulty: 34829986783
Nonce: 77368847

A78C...387D)

Merkle Root (Trans. Hash:

L

List of Transactions:
{T1, T2, T3 - T1999,
T2000}

List of Transactions:
{72001, T2002 --- T3999,
T4000}

List of Transactions:
{T4001, T4002 --- T5999,
T6000}

4. Conclusion

Blockchain and IoT technologies can help us to build a trusted, self-organized, open and
ecological IP protection system, which can involve all different parties in the IP

protection and trade procedures, and even they may not trust each other.

During the design of our proposed architecture, the main challenges we are facing

include:

To the best of our knowledge, this is the first work that applying blockchain and IoT
technologies on traditional IP protection and trade ecosystem. Our proposed method uses
IoT technology and blockchain ledger instead of manual recording and verification, which

How to build the links between things in the physical world and data in the digital
world? Our application of IoT technology is just a very preliminary trial to solve
this problem, with more practical data coming into the system, more efficient

method will be explored.

How to find a low-cost and fast consensus mechanism in distributed network
environment? We will try to explore this mechanism for a private chain or small

alliance chain in future research.

How to apply smart contract technology on the trade of IP products? Further, we
will explore this direction in our research work.

can reduce human intervention as more as possible.
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Figure 4.
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