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Abstract
Purpose – Cyberattacks are becoming increasingly widespread, and cybersecurity is therefore
increasingly important. Although the technological aspects of cybersecurity are its best-known
characteristics, the cybersecurity phenomenon goes beyond the detection of technological impacts, and
encompasses all the dimensions of an organization. This study thus focusses on an additional set of
organizational elements. The key elements of cybersecurity organizational readiness depicted here are
cybersecurity awareness, cybersecurity culture and cybersecurity organizational resilience (OR). This
study aims to qualitatively assess small and medium enterprises’ (SMEs) overall level of organizational
cybersecurity readiness.

Design/methodology/approach – This study focused on conducting a cybersecurity organizational
readiness assessment using a sample of 53 Italian SMEs from the information and communication
technology sector. Informed mixed method research, this study was conducted consistent with the
principles of the explanatory sequential mixed method design, and adopting a quanti-qualitative
methodology. The quantitative data were collected through a questionnaire. Qualitative data were
subsequently collected through semi-structured interviews.

Findings – Although many elements of the technical aspects of cybersecurity OR have yielded very
encouraging results, there are still some areas that require improvement. These include those facets that
constitute the foundation of cybersecurity awareness, and, thus, a cybersecurity culture. This result
highlights that the areas in need of improvement are exactly those that are most important in fighting
against cyber threats via organizational cybersecurity readiness.
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Originality/value – Although the importance of SMEs is obvious, evidence of such organizations’
attitudes to cybersecurity are still limited. This research is an attempt to depict the organizational issue
related to cybersecurity, i.e. overall cybersecurity organizational readiness.

Keywords Small and medium enterprises, Cybersecurity, Organizational cybersecurity readiness,
Organizational resilience, Cybersecurity awareness, Cybersecurity culture

Paper type Research paper

1. Introduction
The most recent national and international cybersecurity reports continue to emphasize that
cyberattacks are becoming more widespread. Nowadays, cyberattacks seek to exploit
vulnerabilities that are related to the human ones. In addition, cybersecurity is one of the risks
that has worsened the most because of the COVID-19 pandemic, according to the World
Economic Forum’s Global Risk Report (2022). The cost of cybercrime grows higher each year,
with an expected cost of $10.5tn by 2025 (Morgan, 2020). In the same way, global cybersecurity
product and services spending “is predicted to exceed $1 trillion cumulatively over the five-year
period from 2017 to 2021” (Mclean, 2021, p. 1). The term “cybersecurity” usually refers to the
confidentiality, integrity and availability (CIA) compromission (Onwubiko and Lenaghan,
2007). The definition of cybersecurity has been enrichedwith the idea of:

The protection of cyberspace itself, the electronic information, the ICTs (Information and
Communication Technology) that support cyberspace, and the users of cyberspace in their personal,
societal and national capacity, including any of their interests, either tangible or intangible, that are
vulnerable to attacks originating in cyberspace (Von Solms and Van Niekerk, 2013, p. 101).

Although these are the major concepts defining cybersecurity, we focus on an additional set of
organizational elements. According to Corradini (2020), there is a strong need to improve the
current approach to cybersecurity via critical thinking and a multidisciplinary concept of this
phenomenon. Because cybersecurity goes beyond the detection of technological impacts and
involves all the dimensions of an organization, a new approach now involves the management
and organizational area (Tejay and Klein, 2021). We focus on conducting a cybersecurity
organizational readiness assessment, in line with this broader view of the elements that must
be discussed when assessing cybersecurity in organizations. Cybersecurity awareness,
cybersecurity culture and cybersecurity organizational resilience (OR) are the key elements of
cybersecurity organizational readiness that we focus on in this study.

Cybersecurity awareness refers to organizational safeguarding (Safa et al., 2015) and is
delivered to organizational employees mainly via Security Education, Training and
Awareness (SETA) program (Angst et al., 2017). SETA programs are closely related to
behaviors perceived to be acceptable to be compliant with the CIA triad concept (Martins
and Eloff, 2002). According to Nurse (2021), cybersecurity awareness is “the level of
appreciation, understanding, or knowledge of cybersecurity or information security aspects.
Such aspects include cognizance of cyber risks and threats, but also appropriate protection
measures” (p. 1). While addressing cybersecurity awareness, it is necessary to:

Consider both the extent to which an organization’s employees understand the importance and
implications of information security, and the extent to which they behave in accordance with the
organization’s information security policies and procedures. (Parsons et al., 2017, p. 41)

Indeed:

Cybersecurity awareness and training programs inform employees about the security
requirements that need to be in place to preserve critical data, and about company guidelines,
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policies and procedures for better management of cybersecurity issues. (Corallo et al., 2022,
p. 2)

Training and cybersecurity policies are two critical components of this approach. People in
an organization represent one of the weakest links in the cybersecurity sphere, and therefore
they need proper training and sufficient resources (Chatterjee, 2019). Cybersecurity training
“needs to target people’s risk perception to motivate employees to take preventive and
precautionary actions” (He et al., 2019, p. 204). Indeed, according to Pattinson et al. (2019),
focussing only on training activities as a source of cybersecurity awareness could be an
inefficient strategy if it is not linked to individuals’ matched learning styles. Regarding the
cybersecurity policy issue, Li et al. (2019) investigated the impact of a cybersecurity policy
on employees’ behavior. Their results indicate that both implementation and awareness of
cybersecurity policy have a positive impact on employee’s beliefs about and behavior
directed at cybersecurity. According to Kortjan and Von (2014), awareness and education
are two main factors of cybersecurity culture. Indeed, Van Niekerk and Von Solms (2006)
state that information security only exists when knowledge does. Because awareness and
knowledge are embedded in cybersecurity culture (Schlienger and Teufel, 2002), the same
applies to SETA programs. In line with this theoretical understanding, Da Veiga et al. (2020)
defined cybersecurity culture as:

Contextualized to the behavior of humans in an organizational context to protect information
processed by the organization through compliance with the information security policy and an
understanding of how to implement requirements in a cautious and attentive manner as
embedded through regular communication, awareness, training and education initiatives. (p. 19)

The importance of SETA programs has been recognized as necessary for developing a
cybersecurity culture (Parsons et al., 2015). However, for a SETA program to become an
effective tool for shaping cybersecurity culture, an extensive approach, which involves
attitude, perceptions and new skills, is necessary (Alshaikh et al., 2018). According to several
frameworks for assessing an organization’s cybersecurity culture, key elements of such a
culture also include management support and leadership (e.g. having dedicated figures, such
as the chief information security officer [CISO]) and learning to build and disseminate
knowledge (Da Veiga et al., 2020; Huang and Pearlson, 2019). In conducting a review of the
concept of cybersecurity culture, Uchendu et al. (2021) identified top management support,
leadership or involvement, security policy, security awareness and security training as the
most cited factors among those that encompass a cybersecurity culture. Many of the
elements mentioned so far are key features of the goal that all establishments should pursue,
which is to be cyber resilient organization. The concept of OR, also in the context of
cybersecurity, implies a proactive and learning approach to an adverse event. Indeed, while
a cyberattack occurs, resilient organization could bounce forward (Cl�ement and Rivera,
2017) and engage in learning and change processes (Duchek, 2020). The concept of OR
encompasses more than merely reacting to a cyberattack. It also includes preparing for and
learning from such an event. Indeed, the broadest definitions of resilience, both in the
organizational and cyber domains, include the concepts of anticipating, resisting, adapting
and learning (Hillmann et al., 2018; Linkov et al., 2013; Ortiz-de-Mandojana and Bansal,
2016). To be resilient to cyberattacks, various functions of preparation must be included. For
example, a business continuity plan (Duchek, 2020; Ferdinand, 2015), vulnerability
assessment and training (Sepúlveda Estay et al., 2020). As stated before, training activities
are also the critical components of cyber awareness and cyberculture. During a cyberattack,
response is conveyed through clearly defined roles and responsibilities, as well as easily
accessible and appropriate resources (Tsen et al., 2022). Dedicated cybersecurity resources
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serve as facilitators. After a data breach incident, organizations can optimize processes and
improve future responses by reflecting on what happened and learning from it (Annarelli
et al., 2020; Linkov et al., 2013).

In line with what reported in prior research, this study focuses on assessing the cyber
organizational readiness of a sample of 53 Italian small and medium enterprises (SMEs) in
the Italian information and communication technology (ICT) sector. This research focuses
on SMEs for several reasons. It is necessary to point out that SMEs are increasingly targeted
by cyber criminals; indeed, according to Segal (2021), “small businesses are three times more
likely to be targeted by cybercriminals than larger companies” (p. 1). In line with this
discussion, Bada and Nurse (2019) point out that cybercrime and cyberattacks are becoming
more focused on SMEs. Although small and large businesses share some commonalities
regarding cybersecurity (Tam et al., 2021), SMEs have some specific characteristics that
should be discussed. According to the European Union Agency for Cybersecurity (ENISA,
2021), SMEs are now facing cybersecurity challenges such as low budgets, lack of cyber
skills and a major increase in cyberattacks. These elements were also reported by several
research studies, which point out how SMEs have difficulty sourcing budgets and cyber
experts, and lack awareness and policy (D’Arcy et al., 2009; Kuusisto and Ilvonen, 2003;
Paulsen, 2016). Bada and Nurse (2019) showed that SMEs face the same issues as large
companies, but with less resources. SMES are vital to the economy of many European
countries, including Italy. Most organizations in this country are small or very small, and often
family owned. Although the importance of SMEs is widely acknowledged, “few studies have
sought to gauge SMEs’ attitude toward cybersecurity” (Wilson et al., 2022, p. 397). We focus on
the ICT sector, as the report on cybersecurity in Italy (Associazione italiana per la Sicurezza
Informatica, 2022) indicated that it ranks second among all the sectors that are targeted by
cybercriminals, with a strong increase in the number of attacks in the past four years. This
paper is structured as follows: first, a detailed description of the sample andmethod is provided
(Section 2). The results and related discussion (Section 3) are then presented.

2. Method
Informed by mixed method research ideas, this study is conducted consistent with the
principles of the explanatory sequential mixed method design (Creswell, 2014). According to
Hurmerinta-Peltomäki and Nummela (2006), mixed method research is valuable in
increasing findings validity and informing second data source collection, resulting in a
broad and deep understanding of the phenomena under investigation. Following these
principles, this study adopted a quanti-qualitative methodology. The quantitative data were
collected through a questionnaire, which refers to the cybersecurity organizational readiness
assessment tool developed by Neri et al. (2022). This questionnaire allows an in-depth
investigation of technical and organizational elements of cybersecurity organizational
readiness. The questionnaire consisted of four main sections:

(1) technical questions;
(2) organizational questions;
(3) number of cyberattacks and main type; and
(4) organizational information (e.g. number of employees and annual turnover).

Although its first section focuses on technical features, in line with what found in prior
research, each element can be allocated to one of the identified dimensions of cyber
organizational readiness. Therefore, the first two sections were combined. Each section was
assigned a code, specifically:
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� TO (technical and organizational focus);
� CA (investigation of cyberattacks); and
� OI (organizational information).

Each question was then associated with the related code and an ascendent number.
Subsequently, qualitative data were collected through semi-structured interviews. We
generated a set of questions aimed at obtaining more insight into some of the points raised
throughout the survey, in accordance with the idea that:

The focus is on the interview guide incorporating a series of broad themes to be covered during
the interview to help direct the conversation toward the topics and issues about which the
interviewers want to learn. (Qu and Dumay, 2011, p. 246)

Key themes were related, but not limited to, training activities, management of critical
information and barriers to cybersecurity policy implementation. Each interview lasted a
maximum of 60min and was transcribed verbatim. Each researcher was responsible for
reviewing and interpreting each interview. This allowed the emerging themes to be shared
as much as possible. In addition to this, after transcription, each interview was forwarded to
the respective interviewees so that they could confirm the content and, if necessary, add
missing information. Both stages of the research focused on gathering information from the
SMEs’ key informants, because they provide thorough knowledge of the object of research,
given their personal experience. Within the scope of this research, we therefore referred to
CISO, information technology (IT) specialist and chief security officer (CSO).

2.1 Sample
This research focused on an initial sample of 114 ICT SMEs. The survey for the quantitative
analysis was administered between January and March 2021. A total of 53 SMEs answered the
questionnaire. All completed questionnaires were considered valid for the analysis, resulting in
a 46.49% response rate. Specifically, survey administration results show that the sample
contains 10%medium-sized enterprises, 47% small enterprises and 43%micro enterprises (See
Graph 1). The medium-sized sector is underrepresented in the distribution results. However,
this is consistent with the composition of Italy’s SME economic structure, of which 83.1%
consists of small businesses, according to the most recent Cerved (2022) report. The
quantitative questionnaire was administered to each organization’s key informants. Both CEOs
and IT managers could respond to the survey to conform to the scope of this research. In many
cases, the respondents depended on the size of the organization: in smaller companies, roles
frequently overlap. After the quantitative assessment, semi-structured interviews were
conducted to investigate the themes from the survey and to gain insight into the motivations
behind some responses. Sample description is consistent with themain characteristics provided
by the European Union SMEs classification. Following these prescriptions, the sample is
classified through and aggregate of yearly turnover and numbers of employees.

3. Results and discussion
Given the quantitative–qualitative nature of the research, the findings are discussed below
through thematic aggregation. First, we examine the survey results. The insights gained
from the semi-structured interviews are then presented. The answers to the questions
covered in this section are provided in percentage form in Table 1.

Prior to the discussion of the key areas of cybersecurity readiness and related results,
some interesting technical elements should be mentioned. As we stated previously, some
survey questions are technical-organizational in nature, allowing us to analyze some aspects
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relating to the technological side of cybersecurity. These are the aspects that obtained the
highest result rate. This could be related to the increase of engineering or IT skills within the
ICT sector. According to survey results, almost all SMEs catalogue their hardware and
software systems. Moreover, similar results could be noted for both hardware and software
inventory, which is stated to be updated regularly or when a change occurs (e.g. adding/
removing users, adding/removing managers and a change in the physical location). It is
important to have a thorough awareness of organizational assets (e.g. hardware and
software systems) and to update it regularly, especially when preparing for a cyberattack.
Indeed, asset management needs to be implemented to understand which assets needs to be
protected. Asset management is one of the functions found in the identification of many
cybersecurity standards, such as International Organization for Standardization/
International Electrotechnical Commission (ISO/IEC) 27001:2013, National Institute of
Standards and Technology (NIST) and Control Objectives for Information Technologies
(COBIT) frameworks. Encouraging results can then be observed in the areas of security
software, which receive the highest rate of affirmative responses. Installing security systems
undoubtedly provides a foundational level of organizational protection, especially for SMEs.
However, from a technical perspective, the:

Days have gone when your antivirus alone protected your system single handedly removing all
threats classified in its rule book as malicious. Modern day cyberattacks are far more advanced
than the traditional attacks. (Sibi Chakkaravarthy et al., 2019, p. 3)

Forms of risk prevention from unauthorized access received 90.7% affirmative responses. In
line with several cybersecurity frameworks (e.g. NIST and COBIT), the survey listed forms
of protection that are useful for implementing the necessary measures to ensure the
protection of the enterprise’s assets. Continuing with this primary technical discussion, a
brief focus on the regulations and standards adopted by the SMEs under analysis is useful.
Although good practices included in frameworks such as NIST and COBIT, or even ISO:IEC
27001:2013, have yielded positive results, the same cannot be said for the overall formal
implementation of these frameworks. The mandatory General Data Protection Regulation
(GDPR) is the main regulation framework that has been adopted, according to survey
results. These analyses suggest that frameworks and nonmandated standards are not
equally valued and implemented by SMEs, despite being extremely useful tools. This could
be a useful indication of how these, too, might hope to become more than just schemas to
refer to in the future, but actual regulations to be implemented. Although many of the
survey questions are referenced in a wide range of security standards and frameworks, they
are examined below in terms of their contribution to each of the key constituent areas of
cybersecurity readiness, and the organizational implications of those areas.

3.1 Cybersecurity awareness and cybersecurity culture
The majority of SMEs (63.7%) state that they undertake training activities. A preliminary
analysis, however, revealed that only 38.2% make these activities mandatory. To
investigate how training is actually performed, it was necessary to explore this topic during
the semi-structured interviews. The interviews highlighted a recurring theme: training is
handled autonomously by each employee, and regular courses are not available.
Cybersecurity training is managed internally and in accordance with current demands:

At the moment, there is an unorganized individual training path. Training is provided if it is
perceived beneficial to the company. Self-training is also available. (CISO)
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Only 31.5% of SMEs have a cybersecurity policy in place. The reasons for
nonimplementation were investigated during the interviews. The policy was repeatedly
replaced bymore or less structured procedures, often unwritten:

Yes, procedures are outlined to colleagues, but they are not actually documented as they should
be by standard certification procedures. Everyone knows what to do in the event of a problem,
but nothing is written down. (IT director)

It then emerged that the procedures put in place are frequently deemed to be sufficient to
protect the organization, and the implementation of cybersecurity policy is perceived as
unnecessary compared to organizational needs:

We do not implement cybersecurity policies because the minimum level of security we provide is
sufficient to ensure system security. (IT specialist)

According to what is reported in prior research, training and cybersecurity policy are critical
components to develop both cybersecurity awareness and a cybersecurity culture. SMEs did
not score satisfactorily in these two areas, which will require additional attention and
improvement in future. Resource availability is another key consideration. The interviews
enquired about the budgets for cybersecurity and related resources. In most cases, no
dedicated resources are available, but the budget and requirements are approved on an as-
needed basis, e.g. when a problem occurs:

These things (cybersecurity) are pretty much included in what we spend on R&D (resource and
development), we don’t have a defined budget. (IT manager)

A dedicated budget and resources are related to some dimensions of both cybersecurity
culture and cybersecurity OR. However, the lack of a defined budget is in line with the
difficulties encountered by SMEs in dealing with the cyber environment.

3.2 Cybersecurity organizational resilience
More than half of SMEs identified organizational vulnerabilities and, as a result, implement
a vulnerability plan. There are also encouraging findings in the areas of cyber risk and
potential impact identification. According to what is reported in prior research, all these
activities are related to the anticipatory phase of OR, in which the organization prepares for
an unexpected event (e.g. a cyberattack). When these activities are performed synergically,
they lead to an appropriate implementation of a cybersecurity strategy. Vulnerability
assessment indeed ensures the “developing [of] a proactive approach to threat mitigation
and enhancing [of] an organization’s adaptive capacity” (Burnard and Bhamra, 2011,
p. 5591). Many SMEs implement a system for monitoring external threats. This activity
should be viewed as a precursor to developing situational awareness. This implies that the
practice leads to identifying unexpected events sooner (Vogus and Sutcliffe, 2007),
understanding cyberthreat frequency and sophistication better (Ferdinand, 2015) and
detecting cyberattacks quicker, if implemented properly. When an attack occurs, roles and
responsibilities become a key factor in responding effectively. The resilience literature
embraces the idea of a structure that is not managed hierarchically. Roles and
responsibilities become critical in terms of OR in the face of cyberattacks. In this regard,
61.1% of SMEs have identified cybersecurity roles and responsibilities, both internally
and in relation to relevant third parties. The options for a cybersecurity specialist and a
computer network administrator received the highest number of affirmative responses. The
existence of these roles and of cybersecurity-focused responsibilities is beneficial in
optimizing responses to cyberattacks. The specialized knowledge feature is also critical in
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shaping a cybersecurity culture. After a data breach incident, it is necessary to reflect on
what happened, and to ensure that the new knowledge is incorporated in future processes. In
this regard, approximately half of SMEs have experienced cyberattacks. It is useful to
document a data breach incident (including its causes and consequences) for future process
optimization. Seventy percent of the respondents referred to previous cyber incident
experiences when implementing cyberthreat management and response procedures. In
addition, 63% of the participants stated that they implement a recovery plan to be executed
in the event of a cyberattack. When compared to what is reported in prior research, these
findings lead to the conclusion that SMEs are able to develop learning processes to initiate
new practices and acquire new values, even when they have already been the target of a
cyberattack.

3.3 Cyber threats: methodologies and main target
In addition to the key issues of cybersecurity readiness, it is interesting to focus on three
other elements that allow us to provide an assessment of the cyber scenarios of ICT
organizations. According to the findings, 25.9% of SMEs have been victims of a
cyberattack. It is possible to put the results in a better context, thanks to the interviews,
giving this result a different connotation. In fact, many organizations do not consider e-mail-
based cyberattacks (such as phishing) to be cyberattacks at all, especially when no data is
lost. It was mentioned several times during the interviews that e-mail cyberattacks are very
likely to occur. This emphasizes the importance of using the mixed method when assessing
cybersecurity readiness and cybersecurity issues. As an example, although it was not stated
in the questionnaire, it later emerged during interviews that:

[e]mails of this type (phishing) can sometimes get past spam and antivirus checks, but everyone
knows that if there is even the slightest suspicion, it should be counter verified. (IT manager)

Our system logs send us a security report every month in which malicious activities are detected.
We are aware of spam, blocked IP (Internet Protocol) addresses, some form signup attempts, or
admin username login attempts. [. . .] attack attempts are made daily, but nothing has ever broken
through, nor have there been more elaborate attack attempts. (IT specialist)

The data on the types of cyberattacks is consistent with these considerations. Phishing and
malware are indeed the categories with the highest scores. These forms of cyberattacks
regularly take advantage of human behavior, and technology cannot always assumed to be
the exclusive source of protection against them. These findings reinforce the idea that
cybersecurity readiness is a necessary measure for protection when navigating the cyber
domain effectively and safely. The data are also consistent with recent reports on
cyberattacks, in which malware and phishing rank first and fourth in absolute numbers of
attacks, respectively. Malware accounts for 41% of the total number of attacks recorded in
Italy, according to the CLUSIT Report on cybersecurity in Italy. It is also worth noting that
83.3% of SMEs deal with critical information, which indicates that the information assets
available to cyber criminals are vast and diverse, ranging from customer or employee data
to patents and hardware prototypes. This became clear during the interviews:

Prototype schematics, technical specifications, and user manuals for our software. (IT specialist)

Data of a technical and design nature, as the solutions we propose is intellectual property
protected. (CISO)
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Whether or not this result is related to the number and type of attacks experienced by SMEs,
it is clear that SMEs currently face significant economic and reputational risks, and that
these information assets are valuable to cyber criminals.

4. Conclusion
This research has identified some strengths in the field of SME cybersecurity readiness, as
well as areas that need improvement. From a technical perspective, the surveyed SMEs
showed encouraging results, which could be attributed to the IT skills of their employees
working in the ICT sector. Many elements of OR when confronted with cyber-attacks, such
as vulnerability assessment, roles and responsibilities and incident reporting, are also
accounted for satisfactorily. Some factors, such as training and cybersecurity policy, require
significant improvement. Training is limited and, when available, fragmented. If a
cybersecurity policy is implemented properly, it consists of a set of best practices, but its
value is generally not clearly acknowledged. These two features constitute the foundation of
cybersecurity awareness, and, thus, a cybersecurity culture. The absence of a dedicated
budget suggests a lack of specific and long-term planning, preventing the allocation of
adequate resources. Many of the SMEs surveyed have been the victims of cyberattacks that
involve techniques that take advantage of the human factor. This result, together with the
type of information processed by SMEs, highlights that the areas in need of improvement
are exactly those that are most important in fighting cyber threats. As is the case in other
research, this study also has limitations. Although these could be seen as a gap, the authors
see each limitation as an opportunity for future studies on cybersecurity organizational
readiness. The focus on the Italian context prevents this research from comparison with
other countries, and it precludes generalizability. The scope of this research justified this
focus decision because of the access to sector key constituents (e.g. academic institution
focused on the research topic) and the collaboration with professional ICT associations. In
addition, Italy is particularly worth investigating because it is severely affected by
cybersecurity issues and a massive increase in cyberattacks, according to various national
and global reports as well as news reported by ANSA (National Associated Press Agency).
Furthermore, the Italian economic system primarily consists of SMEs, which reflects sample
choice and composition. The focus on the Italian ICT sector was relevant, given the
increased investment in the Italian ICT market, especially after the COVID-19 pandemic.
Future research could propose a comparison of the ICT sector in both European and non-
European countries. It could also be valuable to broaden the sample and include SMEs from
other sectors within the Italian context.
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