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PREFACE

Cybersecurity continues to be one of the fastest growing and
expanding fields and is yet again forecasted for near expo-
nential growth in new hires, corporate and government
investment, and corporate and government losses from pre-
ventable breaches. Yet, we still do not have a comprehensive
and synergetic understanding of the cybersecurity ecosystem
between industry and government security leaders, the
cybersecurity workforce, the emerging cybersecurity work-
force, educational institutions, and the human resources sector
which still struggles with recruitment and retention of new
cybersecurity talent.

It is for this reason that I decided to research and write this
book. The purpose was to provide a single point of reference
that would provide a variety of readers with an understanding
of the current field of cybersecurity, the most probable future
of the field based on current trends and an illustrative guide to
understanding the relationships and interdependencies of the
various components that make up the field. These components
include the various technologies that make up cybersecurity,
emerging technologies, current cybersecurity workforce,
emerging cybersecurity workforce, educational institutions,
and of course the organizations that require the security in the
first place. Additionally, the criminal element and the driving
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XXViii Preface

forces of cybercrime are included in these components since
they are the impetus for the entire movement.

This book incorporates several different approaches in its
scaffolding that I felt worked well to bring everything together
for the reader. The overall approach was to first perform and
implement a literature review of over 100 articles, books,
websites, and interviews from industry, government, and
educational leaders in the field. Next was to include a series of
expert opinions and scenario-based thought experiments in
each chapter to help the reader to position themselves in one
of the scenario roles and hear from experts in the field. I then
include probabilistic descriptions of the future of cybersecurity
based on the topics discussed in the chapter coupled with the
current and forecasted trends. And finally, I included a library
of resources for the reader, regardless of their roles, to quickly
access during their cybersecurity journeys for whatever chal-
lenges they may encounter and at any level.

In summary, this book is not intended to make the reader a
cybersecurity expert but is intended to provide the reader with
a broad understanding of how the various components of the
cybersecurity field work together, explain current trends that
are occurring, and provide insights as to what the probabilistic
future of cybersecurity and the workforce will be so the
readers can get better prepared for the future, regardless of
what their specific role in cybersecurity is now, or will be in
the future.
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